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Set closed = new IdentityHashSet(); 

after(Connection c) returning: 
	 call(* Connection.close()) && target(c) {
	 closed.add(c);
}

after(Connection c) returning:
	 call(* Connection.reconnect()) && target(c) {
	 closed.remove(c);
}

after(Connection c) returning: 
	 call(* Connection.write(..)) && target(c) {
	 if(closed.contains(c))
	 	 error("May not write to "+c+", as it is closed!");
}    

ConnectionClosed Aspect
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No static guaranteesNo static guarantees

Runtime verification of finite-state properties
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Potentially large runtime overheadPotentially large runtime overhead
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When to finish testing?When to finish testing?

Runtime verification of finite-state properties



General Idea
Use static analysis to approximate at compile 
time what the runtime monitor will do at 
runtime

Use analysis information to identify 
instrumentation points (“shadows”) that 
require no monitoring

When no shadow requires monitoring then 
the program cannot violate the monitored 
property -> static proof!
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Clara - Design Goals

Design goals:

Support a wide range of RV tools

For every tool, support the same range of 
static analyses / optimizations

Challenge:

Right level of abstraction
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Runtime monitoring: 

Existing tools and 
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JavaMOP

http://fsl.cs.uiuc.edu/index.php/Special:JavaMOP2.1
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there is no ideal specification language for 
temporal properties

LTL may be good for one property, regular 
expressions or CFGs for another

hence support multiple frontends, each of 
which supports different properties

use AspectJ as target language

allow for parameterized traces, 
independently of the frontend used

JavaMOP - Design
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JavaMOP - Design
SafeEnum(Vector	  v,	  Enumeration	  e)	  {
	  
	  	  	  	  	  	  	  	  event	  create	  after(Vector	  v)	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  returning(Enumeration	  e)	  :	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  call(Enumeration	  Vector+.elements())	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  &&	  target(v)	  {}
	  	  	  	  	  	  	  	  event	  updatesource	  after(Vector	  v)	  :	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  (call(*	  Vector+.remove*(..))	  
	  	  	  	  	  	  	  	  	  	  	  	  	  ||	  call(*	  Vector+.add*(..))	  ...
	  	  	  	  	  	  	  	  	  	  	  	  	  &&	  target(v){}
	  	  	  	  	  	  	  	  event	  next	  before(Enumeration	  e)	  :	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  call(*	  Enumeration+.nextElement())	  
	  	  	  	  	  	  	  	  	  	  	  	  	  &&	  target(e){}	  	  	  

	  	  	  	  	  	  	  	  ere	  :	  create	  next*	  updatesource	  updatesource*	  next

	  	  	  	  	  	  	  	  @match	  {
//issue	  error	  message

	  	  	  	  	  	  	  	  }
}
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JavaMOP - Design
SafeEnum(Vector	  v,	  Enumeration	  e)	  {
	  
	  	  	  	  	  	  	  	  event	  create	  after(Vector	  v)	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  returning(Enumeration	  e)	  :	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  call(Enumeration	  Vector+.elements())	  
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	  	  	  	  	  	  	  	  	  	  	  	  	  &&	  target(v){}
	  	  	  	  	  	  	  	  event	  next	  before(Enumeration	  e)	  :	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  call(*	  Enumeration+.nextElement())	  
	  	  	  	  	  	  	  	  	  	  	  	  	  &&	  target(e){}	  	  	  

	  	  	  	  	  	  	  	  @match	  {
//issue	  error	  message

	  	  	  	  	  	  	  	  }
}

	  	  	  	  	  	  	  	  ere	  :	  create	  next*	  updatesource	  updatesource*	  next
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cfg	  :	  S	  -‐>	  create	  N	  U	  next,	  N	  -‐>	  next	  N	  |	  epsilon,
	  	  	  	  	  	  U	  -‐>	  updatesource	  U	  |	  updatesource
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generates at least two classes:

aspect, intercepting events and
implementing indexing

monitor class, depending on the 
specification formalism

aspect always the same, irrespective of the 
formalism

monitor class is very specialized, as it is 
highly optimized

JavaMOP - Code generation
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Tracematches (abc)

http://aspectbench.org/
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Tracematches

meant as AspectJ language construct: 
pointcuts over the execution history

runtime verification is just one of many 
possible applications

looks similar to ERE plugin of JavaMOP

but implementation is very different
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Tracematches - Syntax
	  	  	  	  	  pointcut	  vector_update()	  :

	  	  	  	  	  call(*	  Vector.add*(..))	  ||	  ..	  call(*	  Vector.clear())	  ;

	  	  	  	  	  tracematch(Vector	  v,	  Enumeration	  e)	  {
	  	  	  	  	  	  	  sym	  create	  after	  returning(e)	  :

call(*	  Vector+.elements())	  &&	  target(v);
	  	  	  	  	  	  	  sym	  next	  before	  :

call(Object	  Enumeration.nextElement())	  &&	  target(e);
	  	  	  	  	  	  	  sym	  update_source	  before	  :

vector_update()	  &&	  target(v);

	  	  	  	  	  	  	  create	  next*	  update_source+	  next
	  	  	  	  	  	  	  {

error(“error	  with	  ”	  +	  v	  +	  “	  and	  ”	  +e);
}

	  	  	  	  	  }
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Tracematches - Syntax
	  	  	  	  	  pointcut	  vector_update()	  :

	  	  	  	  	  call(*	  Vector.add*(..))	  ||	  ..	  call(*	  Vector.clear())	  ;

	  	  	  	  	  tracematch(Vector	  v,	  Enumeration	  e)	  {
	  	  	  	  	  	  	  sym	  create	  after	  returning(e)	  :

call(*	  Vector+.elements())	  &&	  target(v);
	  	  	  	  	  	  	  sym	  next	  before	  :

call(Object	  Enumeration.nextElement())	  &&	  target(e);
	  	  	  	  	  	  	  sym	  update_source	  before	  :

vector_update()	  &&	  target(v);

	  	  	  	  	  	  	  create	  next*	  update_source+	  next
	  	  	  	  	  	  	  {

error(“error	  with	  ”	  +	  v	  +	  “	  and	  ”	  +e);
}

	  	  	  	  	  }
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Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true false false false
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Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true false false false

e1	  =	  v1.elements()
27



Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true false false

e1	  =	  v1.elements()

v=v1	  &&	  e=e1
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Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true false falsev=v1	  &&	  e=e1

v1.add(..);
27



Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true falsev=v1	  &&	  e=e1

v1.add(..);

false
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Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true falsev=v1	  &&	  e=e1

e1.nextElement()

false
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Tracematches - Indexing

0 1 2

create, update, next
next update

create update

error

next

next

true v=v1	  &&	  e=e1

e1.nextElement()

false false

27



JavaMOP - Indexing

v

e

v1 v2

e1 e2 e3

vv1

PDA

PDAPDA FSMPDA
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Index

29

Tracematches vs. JavaMOP

FSM

FSM

PDA

. . . .

body

Index

body

v1,e2



Tracematches - Code Gen.

generates one advice per tracematch symbol 
(in the aspect that declares the tracematch)

generates one indexing tree per state (in the 
same aspect)
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J-LO

http://www.sable.mcgill.ca/~ebodde/rv/JLO/
31
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J-LO
first RV tool to use aspects and at the same 
time support parameterized specifications

restricted to LTL

generates very slow monitors, and has very 
naive indexing

monitors too slow in practice

as JavaMOP/tracematches, generates one 
advice per event type, plus some other code

32



S2A

http://www.wisdom.weizmann.ac.il/~maozs/s2a/
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S2A - Input: LSCs

34



S2A - Internals

35



S2A - Code Generation

Single aspect associating “cut states” with 
objects referenced by life lines

No monitor class: states are just stored in 
maps, as integers

36



M2Aspects

Runtime Verification of Interactions: From MSCs to Aspects
Ingolf H. Krüger, Michael Meisinger and Massimiliano Menarini

RV 2007
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M2Aspects - Code Gen.

uses “M2Code” to generate state-machine 
classes from each MSC

generates aspects that dispatch events to 
instances of these classes
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MOFScript

http://www.eclipse.org/gmt/mofscript/
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JavaSTAIRS aspects
mented the tracematch semantics within the AspectBench
platform. The Tracematches approach allows filtering of

events with event symbols that are defined by ordinary As-

pectJ pointcuts. A match for a tracematch is defined by

a regular expression combining these symbols. We will see

later how Tracematches can capture interactions specified

by sequence diagrams, and we will analyze its strengths and

weaknesses in this respect.

4.1 Pointcut/Advice Description in Sequence
Diagrams

There are several approaches that define notations for

specifying sequence diagram or MSC aspects and define the

semantics for composing or weaving these aspects at a mod-

eling level [15, 10, 31]. Join Point Designation Diagrams

(JPDDs) [25, 26] defines a UML-based notation for expres-

sion advanced pointcuts, without addressing weaving at the

model level. A mapping of JPDDs to code-level pointcuts

is described in [11]. That work has been supported by a

prototype JPDD modeling tool and a pointcut generator to

AspectJ [14] and JAScO [27].

For our purposes, we employ standard UML sequence di-

agrams to represent trace-based aspects. If the pointcut

semantics needs to be extended, we rely on the existing

work in this area. We illustrate with examples from a fig-
ure drawing application, which we used for experiment with

our approach. Figure 1 shows an aspect with a pointcut

and advice, which applies to the example application. The

pointcut is defined by fragments (messages and combined

fragments) as a standard sequence diagram. The advice is

defined after the fragments defining the pointcut by apply-

ing the <<create>> stereotype (from Whittle et al. [31]) on

a seq combined fragment. Any interaction fragment within

this is treated as part of the advice. To accommodate speci-

fication of explicit advice code, the model advice can embed

Java code in addition to the advice interaction fragments.

The notation used for return types (<?p1>) is borrowed

from the JPDD notations for identifiers. The return value

of a message is stored in the identifier and can be refer-

enced later in the sequence diagram, typically in the advice

part. Message names and parameters may be specified using

wildcard conventions as in AspectJ and JPDD. Parameters

for messages may also be defined by the associated method

definition in the model, if any.

This simple aspect looks for a sequence of calls where a

DrawController invokes makePoint on a Figure object fol-

lowed by a call to display on a Display object. The two

calls should occur twice. The trace we need to find is thus

{<makePoint, display, makePoint, display>}. If this occurs, the

advice will create a line that links the two points (makeLine)

and display it on a display object.

In addition to basic sequences of messages, we allow a se-

quence diagram aspect to specify combined fragments that

represent loops (repetitions), alternatives, optionals, or par-

allel composition. Other kinds of combined fragments from

UML are not supported. To specify quantified message frag-

ments or lifelines, the notation from JPDDs, which adheres

to the conventions of AspectJ, can be used for message

names and type names of lifelines.

Figure 2 illustrates a Java-STAIRS aspect that looks for

an interaction pattern with a loop. It also illustrates that the

advice introduces a new lifeline that invokes behavior on the

involved objects. A sequence diagram with only sequential

Figure 1: Detecting Creation of Two Points

Figure 2: More Complex Example

messages will define a single trace (since we consider only

synchronous semantics). Introducing alternatives, optionals,

loops, or parallel merge in the sequence diagram will result

in several traces being defined as part of the Java-STAIRS

aspect pointcut. An alternative defines one alternative sub

trace for each operand. An optional will define two alter-

native sub traces (where one is empty). A loop defines a

range of possible traces defined by the loop bounds. A par-

allel merge defines a set of traces based on a interleaving the

events of the operands without obstructing the event order

within each operand. Events from different parallel merge

operands are associated with different thread identifiers.

Figure 3 shows examples of sequence diagrams with dif-

ferent kinds of combined fragments. The names of messages

may use wildcard notation similar to that of AspectJ such

as ’..’ or ’make*’. The altex defines the traces {<make-
Point, display, make*>, <makePoint, display, repaint>}. The op-
tex defines the traces {<makePoint, display>, <makePoint, dis-
play, make*>}. The loopex defines an unbounded set of traces:

{<makePoint, display, make*>, <makePoint, display, make*, make*
>, ...}. The parex defines the traces resulting from inter-

leaving the events of the operands: {<makePoint, displayt1,
updatet1, make*t2, repaintt2>, <makePoint, displayt1, make*t2,
updatet1, repaintt2> , <makePoint, displayt1, make*t2, repaintt2,
updatet1>, <makePoint, make*t2, displayt1, repaintt2, updatet1>,
<makePoint, make*t2, displayt1, updatet1, repaintt2>, <make-
Point, make*t2, repaintt2, displayt1, updatet1>}. All display and

update events in this trace have the same thread id (t1); so

will all make* and repaint events (t2). Since a trace defined

by a Java-STAIRS aspect may describe quantified events, it

may match many different traces in a base program, similar

to AspectJ pointcuts that quantify message calls.

104

converted into tracematch
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JavaMOP

S2A

J-LO

MOFScript
M2Aspects

abc
Monitoring
Aspects

tracematches

relational aspects

various spec. 
languages

LTL

LSCs

MSCs
Java-STAIRS 
aspects

Larva
DATEs
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Clara’s design and 

architecture



RV tools - Differences

support different input formalisms

LTL, ERE, CFG, LSC, MSC, ...

use different monitor implementations

FSM, PDA, you name it...

use different indexing implementations

43



RV tools - Commonalities

generate AspectJ aspects

generate advice for events

pointcut of piece of advice is given through 
input specification

44



Example: ConnectionClosed
Set closed = new IdentityHashSet(); 

	 closed.add(c);

	 closed.remove(c);

	 if(closed.contains(c))
	 	 error("May not write to "+c+", as it is closed!");

after(Connection c) returning: 
	 call(* Connection.close()) && target(c) {
	
}

after(Connection c) returning:
	 call(* Connection.reconnect()) && target(c) {
	
}

after(Connection c) returning: 
	 call(* Connection.write(..)) && target(c) {

}    
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Example: ConnectionClosed
Set closed = new IdentityHashSet(); 

	 closed.add(c);

	 closed.remove(c);

	 if(closed.contains(c))
	 	 error("May not write to "+c+", as it is closed!");

after(Connection c) returning: 
	 call(* Connection.close()) && target(c) {
	
}

after(Connection c) returning:
	 call(* Connection.reconnect()) && target(c) {
	
}

after(Connection c) returning: 
	 call(* Connection.write(..)) && target(c) {

}    
Indexing/monitor code different for different formalisms/tools
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Example: ConnectionClosed
Set closed = new IdentityHashSet(); 

	 closed.add(c);

	 closed.remove(c);

	 if(closed.contains(c))
	 	 error("May not write to "+c+", as it is closed!");

after(Connection c) returning: 
	 call(* Connection.close()) && target(c) {
	
}

after(Connection c) returning:
	 call(* Connection.reconnect()) && target(c) {
	
}

after(Connection c) returning: 
	 call(* Connection.write(..)) && target(c) {

}    

Advice headers always the same
45



Dependency State Machines (DSMs)

	 Set closed = new WeakIdentityHashSet(); 
	
	 after(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {
	 	 closed.add(c);
	 }

	 after(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {
	 	 closed.remove(c);
	 }

	 after(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {
	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");
	 }    
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	 Set closed = new WeakIdentityHashSet(); 
	
	 dependent after disconnect(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {
	 	 closed.add(c);
	 }

	 dependent after reconnect(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {
	 	 closed.remove(c);
	 }

	 dependent after write(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {
	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");
	 }    

abstract

concrete

Dependency State Machines (DSMs)
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	 Set closed = new WeakIdentityHashSet(); 
	
	 dependent after disconnect(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {
	 	 closed.add(c);
	 }

	 dependent after reconnect(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {
	 	 closed.remove(c);
	 }

	 dependent after write(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {
	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");
	 }    

finite-state property

dependency{ 
	 disconnect, write, reconnect;
	 initial	 connected: disconnect -> connected,
	 	 	 	   write -> connected,
	 	 	 	   reconnect -> connected,
	 	 	 	   disconnect -> disconnected;
	 	 	    disconnect: disconnect -> disconnected,
	 	 	 	   write -> error;
	 final     error: write -> error;
}
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	 dependent after disconnect(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {

	 }

	 dependent after reconnect(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {

	 }

	 dependent after write(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {

	 }    

dependency{ 
	 disconnect, write, reconnect;
	 initial	 connected: disconnect -> connected,
	 	 	 	   write -> connected,
	 	 	 	   reconnect -> connected,
	 	 	 	   disconnect -> disconnected;
	 	 	    disconnected: disconnect -> disconnected,
	 	 	 	   write -> error;
	 final     error: write -> error;
}

	 Set closed = new WeakIdentityHashSet(); 
	

	 	 closed.add(c);

	 	 closed.remove(c);

	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");
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	 dependent after disconnect(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {

	 }

	 dependent after reconnect(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {

	 }

	 dependent after write(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {

	 }    

dependency{ 
	 disconnect, write, reconnect;
	 initial	 connected: disconnect -> connected,
	 	 	 	   write -> connected,
	 	 	 	   reconnect -> connected,
	 	 	 	   disconnect -> disconnected;
	 	 	    disconnected: disconnect -> disconnected,
	 	 	 	   write -> error;
	 final     error: write -> error;
}

	 Set closed = new WeakIdentityHashSet(); 
	

	 	 closed.add(c);

	 	 closed.remove(c);

	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");

Clara only uses
this information

during static
analysis

no advice bodies!

for all tools
the same!

49



Recap
Want to partially evaluate monitoring aspects at compile 
time

General monitoring aspects can have any shape

This makes it impossible for the static analysis to 
determine the aspect’s internal transition structure

But we need to know this structure to conduct an 
effective partial evaluation

Solution: Use explicit annotations with Dependency State 
Machines (tools that generate aspects can generate these 
annotations too)
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

⊗
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

⊗
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “close” must
execute at e1 if

⊗
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “close” must
execute at e1 if

there exists an execution

⊗
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “close” must
execute at e1 if

there exists an execution
such that omitting

“close” at e1

⊗
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “close” must
execute at e1 if

there exists an execution
such that omitting

“close” at e1

⊗

would change the
events at which

a DSM reaches an
accepting state
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Semantics of Dependency State Machines

c.close();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “close” must
execute at e1 if

there exists an execution
such that omitting

“close” at e1

⊗

would change the
events at which

a DSM reaches an
accepting state
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Inverse case: match-preventing events

c.reconnect();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “reconnect” must
execute at e1 if

there exists an execution
such that omitting
“reconnect” at e1
would change the
events at which

a DSM reaches an
accepting state

c.close();
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Inverse case: match-preventing events

c.reconnect();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “reconnect” must
execute at e1 if

there exists an execution
such that omitting
“reconnect” at e1

⊗

would change the
events at which

a DSM reaches an
accepting state

c.close();

53



Inverse case: match-preventing events

c.reconnect();

if(...)

c.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

advice “reconnect” must
execute at e1 if

there exists an execution
such that omitting
“reconnect” at e1
would change the
events at which

a DSM reaches an
accepting state

c.close();
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Variable bindings matter

c.reconnect();

if(...)

c2.write(..); c.reconnect();

c.write(..);

e1:

e2: e3:

e4:

c.close();
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Variable bindings matter

c.reconnect();

if(...)

c.reconnect();

c.write(..);

e1:

e3:

e4:

c.close();
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Variable bindings matter

c.reconnect();

if(...)

c.reconnect();

c.write(..);

e1:

e3:

e4:

c.close();
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Note

55

abc generates DSMs automatically from 
the tracematch’s regular expression
(internally, i.e., you never see the 

annotations in the code)



Clara’s three
pre-defined

static analyses



The Clara Framework
“no write

after close”

JavaMOP, abc, ...

after(): call(...)

   
compile & weave

Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis

Clara

abc
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Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis



Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis



Quick Check

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }
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Quick Check

connected disconnected error

reconnect, write
close write

close

reconnect

write

close

reconnect

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }
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Quick Check

connected disconnected error

reconnect, write
close write

close

reconnect

write

close

reconnect

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }
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Quick Check

connected disconnected error

close

close

close

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }

59



Quick Check

connected disconnected error

close

close

close

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }
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Quick Check

connected disconnected error

close

close

close

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 }
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About Quick Check

Strength: can rule out very quickly 
programs that obviously cannot violate the 
monitored property

works well on surprisingly many programs

Weakness: not precise enough to handle 
interesting cases, in which all necessary 
symbols match somewhere in the program
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Quick Check is not perfect

61

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 	 Connection c2 = new Connection();
	 	 c2.write(“foo”);
	 }



Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis



Quick Check

Orphan-Shadows Analysis

Nop-Shadows Analysis



63

Orphan-Shadows Analysis

Like Quick Check but one object at a time.

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.read());
	 	 }
	 	 c.close();
	 	 Connection c2 = new Connection();
	 	 c2.write(“foo”);
	 }

Differentiate between c and c2.



64

Variables can be aliased

	 public static void main(String[] args) {   
	 	 Connection good   = new Connection();
	 	 Connection bad    = new Connection();
	 	 Connection better = new Connection();
	 	
	 	 bad.close();
	 	
	 	 if(args.length>0)
	 	 	 good = bad;
	 	 	
	 	 good.write("let's hope we gave no arguments");     
	 	 better.write("I don't really care");
	 }
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Variables can be aliased

	 public static void main(String[] args) {   
	 	 Connection good   = new Connection();
	 	 Connection bad    = new Connection();
	 	 Connection better = new Connection();
	 	
	 	 bad.close();
	 	
	 	 if(args.length>0)
	 	 	 good = bad;
	 	 	
	 	 good.write("let's hope we gave no arguments");     
	 	 better.write("I don't really care");
	 }

good and bad are now “aliased”
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Variables can be aliased

	 public static void main(String[] args) {   
	 	 Connection good   = new Connection();
	 	 Connection bad    = new Connection();
	 	 Connection better = new Connection();
	 	
	 	 bad.close();
	 	
	 	 if(args.length>0)
	 	 	 good = bad;
	 	 	
	 	 good.write("let's hope we gave no arguments");     
	 	 better.write("I don't really care");
	 }

good and bad are now “aliased”

better is not “aliased”
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Variables can be aliased

	 public static void main(String[] args) {   
	 	 Connection good   = new Connection();
	 	 Connection bad    = new Connection();
	 	 Connection better = new Connection();
	 	
	 	 bad.close();
	 	
	 	 if(args.length>0)
	 	 	 good = bad;
	 	 	
	 	 good.write("let's hope we gave no arguments");     
	 	 better.write("I don't really care");
	 }

good and bad are now “aliased”

better is not “aliased”

how can we compute this?



Points-to 
analysis
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	 public static void main(String[] args) {   
	 	 Connection good   = new Connection();//1
	 	 Connection bad    = new Connection();//2
	 	 Connection better = new Connection();//3
	 	
	 	 bad.close();
	 	
	 	 if(args.length>0)
	 	 	 good = bad;
	 	 	
	 	 good.write("let's hope we gave no arguments");     
	 	 better.write("I don't really care");
	 }
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	 public static void main(String[] args) {   
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Orphan-Shadows Analysis

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.write(“foo”));
	 	 }
	 	 c.close();
	 	 Connection c2 = new Connection();
	 	 c2.write(“foo”);
	 }
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Orphan-Shadows Analysis

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.write(“foo”));
	 	 }
	 	 c.close();
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Orphan-Shadows Analysis

	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.write(“foo”));
	 	 }
	 	 c.close();
	 	 Connection c2 = new Connection();
	 	 c2.write(“foo”);
	 }



Effect of OSA

Strength: can disable 80% shadows or more 
for many programs

greatly reduces number of shadows to 
consider in third analysis stage

Weakness: still just a better Quick Check; 
only captures rather trivial cases, in which 
an object is lacking some symbol to reach a 
final state
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	 public static void main(String[] args) {   
	 	 Connection c = new Connection();
	 	 while(c.hasMoreData()) {
	 	 	 System.err.println(c.write(“foo”));
	 	 }
	 	 c.close();
	 	 Connection c2 = new Connection();
	 	 c2.write(“foo”);
	 }

Actually no violation...

happens before!
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Case 1: Hand-written aspects
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Set closed = new IdentityHashSet(); 

after(Connection c) returning: 
	 call(* Connection.close()) && target(c) {
	 closed.add(c);
}

after(Connection c) returning:
	 call(* Connection.reconnect()) && target(c) {
	 closed.remove(c);
}

after(Connection c) returning: 
	 call(* Connection.write(..)) && target(c) {
	 if(closed.contains(c))
	 	 error("May not write to "+c+", as it is closed!");
}    

Start with your normal monitoring aspect



Case 1: Hand-written aspects

89

	 Set closed = new WeakIdentityHashSet(); 
	
	 dependent after disconnect(Connection c) returning: 
	 	 call(* Connection.close()) && target(c) {
	 	 closed.add(c);
	 }

	 dependent after reconnect(Connection c) returning:
	 	 call(* Connection.reconnect()) && target(c) {
	 	 closed.remove(c);
	 }

	 dependent after write(Connection c) returning: 
	 	 call(* Connection.write(..)) && target(c) {
	 	 if(closed.contains(c))
	 	 	 error("May not write to "+c+", as it is closed!");
	 }    

Name all pieces of advice



Case 1: Hand-written aspects
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Come up with the correct DSM annotation

dependency{ 
	 disconnect, write, reconnect;
	 initial	 connected: disconnect -> connected,
	 	 	 	   write -> connected,
	 	 	 	   reconnect -> connected,
	 	 	 	   disconnect -> disconnected;
	 	 	    disconnected: disconnect -> disconnected,
	 	 	 	   write -> error;
	 final     error: write -> error;
}



Case 2: Extending an RV tool
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Assume: tool normally generates ordinary 
AspectJ aspects

Idea: extend tool to automatically annotate 
these aspects with DSM annotations



Case 2: Extending an RV tool
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Simple case: RV tool already uses a FSM 
representation of the monitored property

simply name the pieces of advice correctly

simply print the FSM in DSM syntax

Important: annotation must describe 
language of rejected traces, not language of 
accepted traces!
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Case 2: Extending an RV tool

But what if the monitored language
is not regular?

Example: CFG that accepts L = an bn, n>0

S	  -‐>	  a	  S	  b	  |	  a	  b

Want to signal an error, whenever a sequence
of the form L = an bn is matched.
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Case 2: Extending an RV tool

DSM has to describe a regular language LR

two sensible options: 
 LR ⊆ L or LR ⊇ L 

Want to signal an error, whenever a sequence
of the form L = an bn is matched.
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Case 2: Extending an RV tool
LR ⊆ L guarantees no false error messages

on the other hand, optimized monitor may miss 
actual violations

assume LR   = a	  b	  |	  a	  a	  b	  b

optimized monitor will correctly signal error for 
a program with event sequence  “a	  a	  b	  b”

Clara will incorrectly optimize away monitoring 
code for a program with event sequence 
“a	  a	  a	  b	  b	  b” -> monitor will miss this violation

inverse analogous:  LR ⊇ L



Summary:

if language of DSM is not exactly the 
monitored language, may lose some 
guarantees

can avoid false positives/negatives by 
choosing a sub-/super-language

false positives/negatives less likely if only 
Quick Check and Orphan-Shadows Analysis 
are used
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Case 2: Extending an RV tool
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Using Clara
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$	  java	  -‐jar	  clara-‐1.0.0-‐complete.jar	  -‐help

General	  Options:
	  	  -‐h	  -‐help	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Print	  the	  usage	  screen	  for	  abc.	  
	  	  -‐v	  -‐version	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Print	  the	  abc	  version	  number.	  
	  	  -‐verbose	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Verbose	  output.	  
	  	  @<filename>	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  	  -‐argfile	  <filename>	  	  	  	  	  	  	  	  	  	  Read	  arguments	  from	  a	  file.	  

Input	  Options:
	  	  -‐sourceroots	  <path>	  	  	  	  	  	  	  	  	  	  Use	  .java	  files	  in	  dirs	  in	  <path>	  as	  source.	  
	  	  -‐injars	  <jar	  list>	  	  	  	  	  	  	  	  	  	  	  Use	  class	  files	  from	  the	  jars	  in	  <jar	  list>	  as	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  source.	  
	  	  -‐inpath	  <dir	  list>	  	  	  	  	  	  	  	  	  	  	  Use	  class	  files	  found	  in	  the	  directories	  in	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  <dir	  list>	  as	  source.	  
	  	  -‐cp	  <classpath>	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  	  -‐classpath	  <classpath>	  	  	  	  	  	  	  Specify	  the	  class	  path	  to	  be	  used	  when	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  searching	  for	  libraries.	  
	  	  -‐main-‐class	  <class>	  	  	  	  	  	  	  	  	  	  Sets	  the	  main	  class	  for	  interprocedural	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  analysis.

...



Using Clara
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$	  java	  -‐Xmx1G	  \
	  	  -‐jar	  clara-‐1.0.0-‐complete.jar:your.jar	  \
	  	  -‐static-‐analyses	  quick-‐osa-‐nsa-‐yourAnalysis	  \
	  	  -‐injars	  yourTestProgram.jar	  \
	  	  -‐outjar	  instrumentedAndOptimized.jar	  \
	  	  monitors/MyMonitor.aj



Step 1: Download Clara & empty extension
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http://www.bodden.de/clara/downloads/

http://www.bodden.de/clara/downloads/
http://www.bodden.de/clara/downloads/


Step 2: Unzip & Import
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Step 2: Unzip & Import
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Step 3: Copy JAR file, adjust build path
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Step 3: Copy JAR file, adjust build path
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Hooking up the analysis
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Hooking up the analysis
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analyze() method
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public boolean analyze(){
    	
/*
 * The most important information that we need to deal with is contained in the Dependent-Advice Info...
 */
DAInfo dai = ((HasDAInfo)Main.v().getAbcExtension()).getDependentAdviceInfo();
	 	
/* a tracepattern is essentially a Dependency State Machine;
 * it combines a state machine with information about the machine's
 * alphabet
 */
Set<TracePattern> tracePatterns = dai.getTracePatterns();
for (TracePattern tracePattern : tracePatterns) {
	 	 	
	 tracePattern.getContainer();	 	 	 	 //returns the aspect that declares the pattern
	 tracePattern.getContainerClass();	 	 	 //returns the SootClass that implements this aspect
	 tracePattern.getFinalSymbols();	 	 	 	 //returns all symbols in the alphabet that lead into a final state
	 tracePattern.getFormals();	 	 	 	 	 //returns all variable names that are declared for this trace pattern
	 tracePattern.getInitialSymbols();	 	 	 //returns all symbols in the alphabet that lead out of an initial state
	 tracePattern.getName();	 	 	 	 	 	 //returns an informal, unqualified name for this trace pattern; may be compiler-generated; should be unique 
	 tracePattern.getStateMachine();	 	 	 	 //returns the state machine for this trace pattern
	 tracePattern.getSymbolAdviceMethod("foo");	//returns the SootMethod that implements the monitoring advice for symbol "foo"
	 tracePattern.getSymbols();	 	 	 	 	 //returns all declared symbols of this trace pattern
	 tracePattern.getVariableOrder("foo");	 	 //returns the ordered list of variable names (see getFormals()) that symbol "foo" references
	
}



Shadows
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//Let's have a look at all reachable shadows in the program... it's as easy as this!
EnabledShadowSet reachableActiveShadows = dai.getReachableActiveShadows();
/* The above call requires a call graph to already have been constructed.
 * Because we scheduled our pass to run after the Orphan-Shadows Analysis, which
 * instructs Soot to construct a call graph, this is no problem.
 */

for (Shadow shadow : reachableActiveShadows) {
	 System.err.println(shadow);
	
	 shadow.getAdviceBodyInvokeStmt();	 	 	 //returns the statement that invokes the appropriate advice at the shadow in the woven code
	 shadow.getAdviceDecl();	 	 	 	 	 //returns the advice that implements the transition for this shadow's symbol
	 shadow.getAdviceFormalNames();	 	 	 //returns the formal-parameter names of the variables that the shadow's advice binds
	 shadow.getAdviceFormalToSootLocal();	 	 //returns a mapping from formal-parameter names to Soot Locals that bind these parameters
	 shadow.getBoundSootLocals();	 	 	 	 //returns the set of all Soot Locals that the shadow's advice takes as parameter
	 shadow.getContainer();	 	 	 	 	 //returns the SootMethod that contains the shadow
	 shadow.getID();	 	 	 	 	 	 	 //returns the unique ID of this shadow
	 shadow.getPosition();		 	 	 	 	 //returns the source code position at which this shadow resides (if available)
	 shadow.getSootLocalForAdviceFormalName("x");//returns the local for formal parameter "x" (see getAdviceFormalToSootLocal())
	 //shadow.conjoinResidueWith(rhsResidue);	 //conjoins this shadow's residue with another residue; useful e.g. for dynamic instrumentation
	 //shadow.disable();	 	 	 	 	 	 //disables this shadow, setting its residue to NeverMatch and notifying all registered listeners
	 shadow.registerListener(new ShadowDisabledListener() {	 //registers a new listener that is notified when the shadow is disabled;
	 	 public void shadowDisabled(Shadow shadow) {	 	 //EnabledShadowSet is an example of a class that uses this mechanism
	 	 }
	 });
	
}



EnabledShadowSets
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int sizeBefore = reachableActiveShadows.size();
	 	
//nothing to do
if(sizeBefore==0) return false;

//An EnabledShadowsSet is a volatile thing. When we disable a shadow... 
reachableActiveShadows.iterator().next().disable();
	 	
//then this automatically removes the shadow from the set!
assert reachableActiveShadows.size() == sizeBefore-1;
	 	
/* This allows analyses to automatically take into account disabled shadows when being
 * re-iterated. To get a copy of the set that stays as it is, produce a snapshot...
 */
	 	
Set<Shadow> snapshot = reachableActiveShadows.snapshot();

sizeBefore = snapshot.size();

//when we disable a shadow here... 
reachableActiveShadows.iterator().next().disable();
	
//then the snapshot remains as is
assert snapshot.size() == sizeBefore;
	 	
//do not reweave immediately
return false;



Example analyses
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in package ca.mcgill.sable.clara.
weaving.weaver.depadviceopt

Quick Check:
DependentAdviceQuickCheck

Orphan-Shadows Analysis:
DependentAdviceFlowInsensitiveAnalysis

Nop-Shadows Analysis:
DependentAdviceIntraproceduralAnalysis
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