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Outline

® Why partial evaluation of runtime monitors?

@ Runtime monitoring: existing tools and approaches
@ Claras design and architecture

@ Claras three pre-defined static analyses

@ Using Clara fo evaluate your monitoring aspects

@ Implementing your own static analyses






Integrate results of three communities



Integrate results of three communities

‘ Runtime Verification

AOP / Static

AspectJ ‘ & Analysis




Integrate results of three communities

Runtime Verification

AOP /
Aspectd

Static
. Analysis



Integrate results of three communities

Runtime Verification

/ generare monifors

AOP /

Clara Static
Aspectd ‘

define events statically Analysis
* & weave optimize

. : N\
monitors monitors

— —




Finite-state properties

"After closing a connection c,
dont write to c until c is reconnected.”



Finite-state properties

reconnect, write

close

"After closing a connection c,
dont write to ¢ until c is reconnected.”



ConnectionClosed Aspect

Set closed = new IdentityHashSet();

after(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

¥

after(Connection ¢) returning:
call(* Connection.reconnect()) && target(c) {
closed.remove(c);

h

after(Connection c¢) returning:
call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as it 1s closed!");



Aspects vs. manual monitors

@ Tedious: have to add state variables to every
implementation of Connection interface!

@ Cluttering: error-checking code is all over
the place!

@ Hard to analyze: hard to see what the code
actually checks

@ Problematic: external hash maps/sets can
lead to memory leaks
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Runtime verification of finite-state properties



Runtime verification of finite-state properties

“no write § =
after close”




Runtime verification of finite-state properties

\\no er.l-e " .
after close”
Ja;aMOP, abc, ...

:

after(): call(...)




Runtime verification of finite-state properties




Runtime verification of finite-state properties

| _ . ]

itic voild main(Stfing args[]1) {
- new Cgnnection(args[2]);



Runtime verification of finite-state properties

No static guarantees
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Runtime verification of finite-state properties

Potentially large runtime overhead
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Runtime verification of finite-state properties

When to finish testing?

10



General Idea

@ Use static analysis to approximate at compile
time what the runtime monitor will do at
runtime

@ Use analysis information to identify
instrumentation points ("shadows”) that
require no monitoring

@ When no shadow requires monitoring then
the program cannot violate the monitored

property -> static proof!

11



he Clara Framework

“no write
after close”

s ClaraTest {

¢ static void main(String args[]) {
Connection cji new Lonnection(args[0]);
cl.close();
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he Clara Framework

“no write
after close”

¢ class ClaraTesy {

¢ static void main(String args[]) {
Connection ci new Lonnection(args[@]);
cl.close();

clFec
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The Clara Framework

“no write
after close”

vector();
eate(Iterator 1,
HashSet();
SafelterMonitor(}));

ClaraTest { PR, . i
Collection v) {

Iterator

(it.hasNext())
FailSafelterMonitor monitor

3 7Y .
R P

List.iterator();

ailSafelterMonitor)it.next();

monitor.create(
if (monitorSet.contains(monitor) || monitor.failed(})
~emove();
monitorSet.add(monitor);
" (monitor.suceeded())

d updatesource(Collection v) {
HashSet();

£\

.1terator();

nchroniz
HashSet monitorSet ne
Iterator it mon1it
(it.hasNext())
FailSafelterMonitor monitor
monitor.updatesource(v);
if (monitorSet.contains(monitor) ||
move();
{
monitorSet.add(monitor);
if (monitor.suceeded()){

ailSafelterMonitor)it.next();

compile & weave

ed(D)

monitor. fail

3\

d next(lterator 1) {
v HashSet();
monitorList.iterator();
(it.hasNext()){

afelterMonitor monitor (FailSafelterMonitor)it.next();

CString args[1) {

onnection(args[§

7Orphan—Shadows Analy

if (monitorSet.contains(monitor) || monitor.failed())
move();

monitorSet.add(monitor);

if (monitor.suceeded()){

FailSafelterMonitor {

int state 9;
t hashCode() { return state; }
ean equals(Object o) {
+an EailCafalterMons




The Clara Framework

“no write
after close”

¢ class ClaraTesy {

¢ void main(Sktring args[]) {
new fLonnection(args[9]);




Clara - Design Goals

@ Design goals:
@ Support a wide range of RV tools

@ For every tool, support the same range of
static analyses / optimizations

@ Challenge:

@ Right level of abstraction

13
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JavaMOP

JavaMOP 2.1

L

- & L | 3
o mptlions Ll

PTCaRet

Languages

BusMOP

Downlocad Prerequisies

http://fsl.cs.uiuc.edu/index.php/Special:JavaMOP2.1
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JavaMOP - Design

@ there is no ideal specification language for
temporal properties

@ LTL may be good for one property, regular
expressions or CFGs for another

@ hence support multiple frontends, each of
which supports different properties

@ use AspectJ as target language

@ allow for parameterized traces,
independently of the frontend used

17



JavaMOP - Design

SafeEnum(Vector v, Enumeration e) {

event create after(Vector v)
returning(Enumeration e) :
call(Enumeration Vector+.elements())
& target(v) {}

event updatesource after(Vector v) :
(call(* Vector+.remove*(..))

|| call(* Vector+.add*(..)) ...
&& target(v){}

event next before(Enumeration e) :

call(* Enumeration+.nextElement())
&& target(e){}

ere : create next* updatesource updatesource* next

@match {
//1ssue error message

¥
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SafeEnum Automaton

updatesource

updatesource
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JavaMOP - Indexing

e: = Vi.elements()
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JavaMOP - Indexing
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JavaMOP - Indexing
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JavaMOP - Design
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JavaMOP - Design

SafeEnum(Vector v, Enumeration e) {

event create after(Vector v)
returning(Enumeration e) :
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JavaMOP - Indexing
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JavaMOP - Code generation

@ generates at least two classes:

@ aspect, intercepting events and
implementing indexing

@ monitor class, depending on the
specification formalism

@ aspect always the same, irrespective of the
formalism

@ monitor class is very specialized, as it is
highly optimized

23



Tracematches (abc)

%2 abc: The AspectBench Compiler for AspectJ

11 11 110 ] [FAQ] [Mailing lists] [People] [ ] [Projects & Extensions] [

Introduction

News:
« New paper Dependent Advice: A General Approach to Optimizing History-based Aspects available
Latest version: 1.3.0, released on April 2nd, 2008

abc is a complete implementation of Aspect] (with some, mostly minor, differences to the original ajc compiler) that aims to make it easy to implement both
extensions and optimisations of the core language. It provides two frontends: one built on the Polyglot framework for extensible Java compilation, the other an
extension of the JastAddJ extensible Java compiler. Its backend is built on the framework for Java optimisation.

For developers, abe offers:

« Fast code
» Alternative error messages
« Support through email lists and public bugzilla

For researchers, abe offers:

« An extensible frontend based on Polyglot
« An extensible backend based on Soot
» An ideal platform for experiments with new features and optimisations

abc is a joint project between the Programming Tools Group at Oxford University and the , mainly based at McGill University in Montreal.
It is free software, licensed under the GNU LGPL. We encourage people both to use it as an alternative Aspect] implementation and to extend and improve it.

http://aspectbench.org/


http://abc.comlab.ox.ac.uk/introduction
http://abc.comlab.ox.ac.uk/introduction
http://abc.comlab.ox.ac.uk/introduction

Tracematches

@ meant as AspectJ language construct:
pointcuts over the execution history

@ runtime verification is just one of many
possible applications

@ looks similar to ERE plugin of JavaMOP

@ but implementation is very different

25



Tracematches - Syntax

pointcut vector update() :
call(* Vector.add*(..)) || .. call(* Vector.clear()) ;

tracematch(Vector v, Enumeration e) {
sym create after returning(e) :
call(* Vector+.elements()) && target(v);
sym next before :
call(Object Enumeration.nextElement()) && target(e);
sym update _source before :
vector update() && target(v);

create next* update source+ next

{

error(“error with ” + v + “ and ” +e);

}
¥

26



Tracematches - Syntax

pointcut vector update() :
call(* Vector.add*(..)) || .. call(* Vector.clear()) ;

tracematch(Vector v, Enumeration e) {
sym create after returning(e) :
call(* Vector+.elements()) && target(v);
sym next before :
call(Object Enumeration.nextElement()) && target(e);
sym update _source before :
vector update() && target(v);

create next* update source+ next

~error(“error with ” + v + “ and ” +e); |
}f

}
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Tracematches - Indexing

create, update, next

next

Create next

update

0 1 M 7) | a— error

true false false false
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Tracematches - Indexing

create, update, next

next

create update next
0 M 1 M 7)  — error
N \ \QV N \\ \:‘- _

true false false false

®
|

vi.elements ()
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Tracematches - Indexing

create, update, next

next

create update next
0 | ——— | | E—— 2 i error
N \ \Q. N \\\\ \ X

true v=V: && e=e; false false

er1 = Vi.elements()
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Tracematches - Indexing

create, update, next

next

create update next

0 | B 1 M 2 b  crror

true v=V: && e=e; false false

vi.add(..);
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Tracematches - Indexing

create, update, next

next

create update next

0 | B 1 M 2 b  crror

true false v=V: && e=e; false

vi.add(..);
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Tracematches - Indexing

create, update, next

next

create update next
0 | ——— | | E—— 2 i error
N \ \Q. N \\\\ \ X

true false v=V: && e=e; false

e:.nextElement ()
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Tracematches - Indexing

create, update, next

next

create update next
0 | " 1 M 2 -  crror
N \ \Q. N \\\\ \ X

true false false v=V: && e=e:

e:.nextElement ()
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JavaMOP - Indexing
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Tracematches vs. JavaMOP

29



Tracematches - Code Gen.

@ generates one advice per tracematch symbol
(in the aspect that declares the tracematch)

@ generates one indexing tree per state (in the
same aspect)

30



J-LO

J-LO, the Java Logical Observer
A tool for runtime-checking temporal assertions

This work was done at the

The J-LO thesis is now available,

June 5th, 2008
We decided to make J-LO available free via the BSD license. Source code is now available for download
March 3rd, 2005
Version 0.9.2 is available with a bugfix, an updated version of abc and Soot as well as some smaller new features. See the changelog for details
November Sth, 2005
Regarding mailing lists, please see
November 2nd, 2005
Made thesis available online
October 28th, 2005
Started implementing the Tracecheck syntax

This syntax is meant not for annotation-based deployment but rather for using J-LO functionality from within Asp Therefore it is similar to the one

http://www.sable.mcgill.ca/~ebodde/rv/JLO


http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/
http://www.sable.mcgill.ca/~ebodde/rv/JLO/

J-LO

@ first RV tool to use aspects and at the same
time support parameterized specifications

@ restricted to LTL

@ generates very slow monitors, and has very
naive indexing

@ monitors too slow in practice

@ as JavaMOP/tracematches, generates one
advice per event type, plus some other code

32



The S2A complier and the related material below are property of the Welzmann Institute of Science, Rehovot, Israel

Scenarios in Action

WS prowne

rom Muis-m

Emal Shahar Maoz for more recent updates

Weizmann InsStute of Science, Reh L, lsrae

SSOUICEeSs are avs

S M; nd D “From Multi- | Scenarios to Code: Compiling LSCs into Aspect)®, In F
(FSE'06) ( on, Nov B, pp. 219-230. [P

D. Harel, A Klginbort, an A Compiler for Multi-Modal UML Sequence Diagrams”™
(FASE'07: tools track CS. vol. 4 ringe 007, pp -124. [POF]

Y. Atir, D. Harel, A K L é 5 m. sition in Scenario-Based Programming”, In Proc. 11th Int. Conf. on Fundamental Approaches 1o
(FASE'08), LNCS 3 2

Downloads

http://www.wisdom.weizmann.ac.il/“maozs/s2a/


http://www.wisdom.weizmann.ac.il/~maozs/s2a/
http://www.wisdom.weizmann.ac.il/~maozs/s2a/
http://www.wisdom.weizmann.ac.il/~maozs/s2a/
http://www.wisdom.weizmann.ac.il/~maozs/s2a/
http://www.wisdom.weizmann.ac.il/~maozs/s2a/

SZ2A - Input: LSCs

LSC: Match
mc1:MemoryCard| mc2:MemoryCard MemoryPanel

flipDown()
flipDown ()
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S2A - Internals

ofleSleP

mi1

Mim2
M\im3

me

cond1 == false

condl == true

35



S2A - Code Generation

@ Single aspect associating "cut states” with
objects referenced by life lines

@ No monitor class: states are just stored in
maps, as integers

36



M2Aspects

msc UNLK-1 (Operation of Locks & Signaling) msc UNLK-2 (Transfer Driver ID)
KF CONTROL CONTROL

‘ 1 1

handle_id
I I :—’:
—_— | I
! ' get id
I Ok I I :
- ! i(.'j i
I e
, door_unld_sig , ' i
—L—’:
: : ! id_handled
ok [ [ [ —
' I | ok | 1
4—]

'N"AL
I I IS . I I I .

Runtime Verification of Interactions: From MSCs to Aspects
Ingolf H. Kruger, Michael Meisinger and Massimiliano Menarini

RV 2007
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http://www.springerlink.com/content/?Author=Ingolf+H.+Kr%c3%bcger
http://www.springerlink.com/content/?Author=Ingolf+H.+Kr%c3%bcger
http://www.springerlink.com/content/?Author=Michael+Meisinger
http://www.springerlink.com/content/?Author=Michael+Meisinger
http://www.springerlink.com/content/?Author=Massimiliano+Menarini
http://www.springerlink.com/content/?Author=Massimiliano+Menarini

MZ2Aspects - Code Gen.

@ uses "M2Code” to generate state-machine
classes from each MSC

@ generates aspects that dispatch events to
instances of these classes

38



MOFScript

m Visit other Eclipse Sites

Home Downloads Users Members Committers Resources Projects About Us ‘Search.

MOFScript MOFScript Home page Getting Started

. Welcome Project description

. MOFScript is a tool for model to text transformation, e.g., to Documentation
support generation of implementation code or documentation
from models. It provides a metamodel-independent language
Documentation that allows to use any kind of metamodel and its instances for
News text generation. The MOFScript tool is based on EMF and Ecore
as metamodel framework.

News Web Interface MOFScript News

FAQ more about MOFScript » /\
MOFScript Lecture -: _ _ MOFScript 1.3.8 is available for

(OMCW) | download on update site

Installing MOFScript :bU posted 19-04-2010
. s You can install MOFScript from Eclipse using the update MOFScript 1.3.6 is avallable for

Report new bug manager: http://download.eclipse.org/modeling/gmt/mofscript download on update site
fupdate/ posted 16-12-2009

Resources

News

View open bugs
Viewfixed bug Getting MOFscript Source MOFScript 1.3.5 is avallable for
download on update site

View all bugs i L i L
g You can download mofscript source code using subversion. See posted 20-10-2009

the SVN repository. Use a subversion client (e.g. Subversive for

Eclipse, TortoiseSVN for Windows, or similar), use repository MOFScript 1.3.4 is avallable for
http//dev.eclipse.org/svnroot/modeling download on update site
lorg.eclipse.gmt.mofscript and check out the MOFScript posted 09-03-2009

projects.
MOFScript sources avallable on

SVN posted 12-01-2009

Copyright © 2010 The Eclipse Foundation. All Rights Reserved.

http://www.ecli mt/mofscri



http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/
http://www.eclipse.org/gmt/mofscript/

JavaSTAIRS aspects

converted into tracematch

40



JavaMOP

various spec.
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relational aspects
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RV tools - Differences

@ support different input formalisms
@ LTL, ERE, CFG, LSC, MSC, ...

@ use different monitor implementations
@ FSM, PDA, you name it...

@ use different indexing implementations

43



RV tools - Commonalities

@ generate AspectJ aspects
@ generate advice for events

@ pointcut of piece of advice is given through
input specification

44



Example: ConnectionClosed

Set closed = new IdentityHashSet();

after(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

¥

after(Connection ¢) returning:
call(* Connection.reconnect()) && target(c) {
closed.remove(c);

¥

after(Connection c¢) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as it 1s closed!");

45



Example: ConnectionClosed

Set closed = new IdentityHashSet();

closed.add(c);
closed.remove(c);

1f(closed.contains(c))
error("May not write to "+c+", as i1t 1s closed!");

Indexing/monitor code different for different formalisms/tools
45



Example: ConnectionClosed

after(Connection c¢) returning:
call(* Connection.close()) && target(c) {

¥

after(Connection ¢) returning:
call(* Connection.reconnect()) && target(c) {

¥

after(Connection c¢) returning:
call(* Connection.write(..)) && target(c) {

Advice headers always the same

45



Dependency State Machines (DSMs)

Set closed = new WeakIdentityHashSet();

after(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

after(Connection c¢) returning:
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

¥

after(Connection c¢) returning:

call(* Connection.write(..)) && target(c) {
i1f(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");

46



Dependency State Machines (DSMs)

. absf-,.ac /

Set closed = new WeakIdéntityHashSet();

dependent after disconnect(Connection c¢) returning:

call(* Connection.close()) && target(c) {
closed.add(c);

Co nCr
dependent after reconnect(Connection c¢) returning: EP)ﬁE?
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

¥

dependent after write(Connection c) returning:

call(* Connection.write(..)) && target(c) {
i1f(closed.contains(c))
error("May not write to "+c+", as 1t 1s closed!");

47



Set closed = new WeakIdentityHashSet();

dependent after disconnect(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

dependent after reconnect(Connection c) returning:
call(* Connection.reconnect()) && target(c) {

closed. remove(c);

}

dependent after write(Connection c¢) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))

error("May not write to "+c+", as it is closed!");

ks
dependency{ ﬁ .
disconnect, write, reconnect; ,7/71
initial  connected: disconnect -> connected, 6?
write -> connected, é;)‘
reconnect -> connected, q)‘e
disconnect -> disconnected; /C%rzj
disconnect: disconnect -> disconnected, /c>€?,ail
write -> error; ‘&/
final error: write -> error;
Iy
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Set closed = new WeakIdentityHashSet();

dependent after disconnect(Connection c¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

¥

dependent after reconnect(Connection c¢) returning:
call(* Connection.reconnect()) && target(c) {

closed. remove(c);

}

dependent after write(Connection c¢) returning:
call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))
error("May not write to "+c+", as it 1is closed!");

ks
dependency{
disconnect, write, reconnect;
initial  connected: disconnect -> connected,
write -> connected,
reconnect -> connected,
disconnect -> disconnected;
disconnected: disconnect -> disconnected,
write -> error;
final error: write -> error;
ks

49



dependent after disconnect(Connection c¢) returning:
call(* Connection.close()) && target(c) {

ks
Clara only uses
dependent after reconnect(Connection c¢) returning:

fhis |nforma'|'|0n call(* Connection.reconnect()) && target(c) {
during static

anal S|S dependent after write(Connection c) returning:
>/ call(* Connection.write(..)) && target(c) {

no advice bodies! °

dependency{
disconnect, write, reconnect;
initial  connected: disconnect -> connected,

For a“ -|-OOIS write -> connected,

reconnect -> connected,

.I.he Same! disconnect -> disconnected;

disconnected: disconnect -> disconnected,

write -> error;
final error: write -> error;
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Recap

@ Want to partially evaluate monitoring aspects at compile
time

@ General monitoring aspects can have any shape

@ This makes it impossible for the static analysis to
determine the aspects internal transition structure

® But we need to know this structure to conduct an
effective partial evaluation

@ Solution: Use explicit annotations with Dependency State
Machines (tools that generate aspects can generate these
annotations too)

0]



Semantics of Dependency State Machines

CLARA pports Collaborative Runtime Verification, which distribut
instrumentation overhead among multiple user 1d ranking heuristics, which
aid programmers in inspecting rema instrumentation manually [13] [2, Ch.

] ¢ preclude us f iscussing ranking and Collaborative
tion here.
reely available as free software at http://bodden.de/clara/,

g with extensive documentation, the first author’s dis ion [2], whi

ribes CLARA in detail, and benchmarks and benchmark results.

We next describe the syntax and semantics of Dependency State Machines,
the key abstraction of CLARA. This abstraction allows CLARA to decouple run
time monitor implementations from static analyses

Reseal C' | — | rac
Dependency State Machi extend the AspectJ language to include semantic
information about relationships between different pieces of advice. Runtime ver- a P e l

3 Syntax and Semantics of Dependency State Machines

ification tools which generate AspectJ aspects can use this extension to produce
augmented aspects. ARA can reason about the augmented aspects to prove
that programs never ate monitored properties or to generate optimi

3.1 Syntax

Our extensions modify the Aspect] grammar in two ways: they add syntax for

defining Dependent Advice [14] and Dependency State Machines. The idea of
Dependent Advice is that pieces of monitoring advice are often inter-dependent a e s -_—
in the sense that the execution of one piece of advice only has an effect when

executing before or after another piece of advice, on the same objects. Depen-
dency State Machines allow programmers to make these dependencies explicit

. a u . " ([ ]
so that static analyses can exploit them. Our explanations below refer to the
ConnectionClosed example in Figure 2. O P l O ‘ e e l l I g S

The dependent modifier flags advice to CLARA for potential optimization;
such advice may be omitted from program locations at which it provably has no
effect on the state of the runtime monitor. Dependent advice must be named.
Lines 4, 7 and 10 all define dependent advice.

The Dependency State Machines extension enables users to specify state
machines which relate different pieces of dependent advice. Dependency State
Machine declarations define state machines by including a list of edges between
states and an alphabet; each edge is labelled with a member of the alphabet.
CLARA infers the set of states from the declared edges. Line 16 declares the
state machine’s alphabet: {disconn, write, reconn}. Every symbol in the al-
phabet references dependent advice from the same aspect. Lines 17-19 enumer-
ate, for each state, a (potentially empty) list of outgoing transitions. An entry
“s1: t -> 82” means “there exists a t-transition from s1 to 82". Users can

\

also mark states as initial or final (error states). Final states denote states
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Semantics of Dependency State Machines

c.close();

if(f..)

c.write(..);

c.write(..);
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Semantics of Dependency State Machines

c.close();

if(f..)

c.write(..);

c.write(..);

52



Semantics of Dependency State Machines

el: c.close();

if(f..)

e2:c.write(..

e4:c.write(..);

52



Semantics of Dependency State Machines

advice “close” must

execute at el if

el: c.close();

if(f..)

e2:c.write(..

e4:c.write(..);

52



Semantics of Dependency State Machines

advice “close” must
execute at el if

there exists an execution

e2:c.write(. ‘;,); * OF
v |

e4:c.write(..);
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Semantics of Dependency State Machines

advice “close” must
execute at el if

there exists an execution

such that omitting
“close” at el

el: c.clise();

if(f..)

e2:c.write(..

e4:c.write(..);

52



Semantics of Dependency State Machines

e2:c.write(..

advice “close” must
execute at el if

there exists an execution

such that omitting

“close” at el

el: c.clise(); would change the

1fC...

events at which
a DSM reaches an

accepting state

e4:c.write(..);

52



Semantics of Dependency State Machines

e2:c.write(..

advice “close” must
execute at el if

there exists an execution

such that omitting

“close” at el

el: c.close(); would change the

1fC...

events at which
a DSM reaches an

accepting state

e4:c.write(..);

52



Inverse case: match-preventing events

e2:c.write(..);

advice “"reconnect” must
c.close(); execute at el if

there exists an execution

such that omitting

“reconnect” at el

el:c.reconnect(); would change the

1fC...

events at which
a DSM reaches an

accepting state

e4:c.write(..);
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Inverse case: match-preventing events

e2:c.write(..);

advice “"reconnect” must
c.close(); execute at el if

there exists an execution

such that omitting

“reconnect” at el

el:c.regbnnect(); would change the

1fC...

events at which
a DSM reaches an

accepting state

e4:c.write(..);
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Inverse case: match-preventing events

e2:c.write(..);

advice “"reconnect” must
c.close(); execute at el if

there exists an execution

such that omitting

“reconnect” at el

el:c.reconnect(); would change the

1fC...

events at which
a DSM reaches an

accepting state

e4:c.write(..);
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Variable bindings matter

c.close();

el:c.reconnect();

if(f..)

e2: cZ2.write(..); e3:c.reconnect();

e4:c.write(..);

A



Variable bindings matter

c.close();

el:c.reconnect();

1fC...)

e4:c.write(..);
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Variable bindings matter

c.close();

el:c.regbnnect();

1fC...)

e4:c.write(..);
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Note

abc generates DSMs automatically from
the tracematchs regular expression
(internally, i.e., you never see the
annotations in the code)
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The Clara Framework

“no write
after close”

after(): call(...)

&5.¢

¢ class ClaraTesy {

c void main(Skring args[]) {
new Lonnection(args[0]);

cl.uriteCargs[1]);




| Quick Check ]

\ Orﬁﬁ&n—Shadows Analysis ’

NBBFShadows Analysis
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public static void main(String[] args) {
Connection ¢ = new Connection();

while(c.hasMoreData()) {

System.err.println(c.read());

}

c.close();




QUick Check

reconnect, write

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

}

c.close();



Quick Check

recgpnect, write

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

}

c.close();



QUick Check

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());
¥

c.close();




QUick Check

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

}

c.c}gse();

= ‘{f




public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

}

c.close();




About Quick Check

@ Strength: can rule out very quickly

programs that obviously cannot violate the
monitored property

@ works well on surprisingly many programs

@ Weakness: not precise enough fto handle
inferesting cases, in which all necessary
symbols match somewhere in the program
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Quick Check is not perfect

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

¥
c.close();
“Connection c2 = new Connection();

cZ2.write(“foo0”);
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NéB—Shadows Analysis




Like Quick Check but one object at a time.

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {
System.err.println(c.read());

}

c.close();

Connection cZ2 = new Connection();
cZ2.write(“foo”);

Differentiate between ¢ and c?2.
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Variables can be aliased

public static void main(String[] args) {
Connection good = new Connection();

Connection bad = new Connection();
Connection better = new Connection();

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments™);
better.write("I don't really care");

YA



Variables can be aliased

public static void main(String[] args) {
Connection good = new Connection();

Connection bad new Connection();
Connection better new Connection();

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments™);
better.write("I don't really care");
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Variables can be aliased

public static void main(String[] args) {
Connection good = new Connection();

Connection bad new Connection();
Connection better new Connection();

bad.close();

1f(args.length>0)
good = bad;

good.write("let's hope we gave no arguments™);
better.write("I don't really care");
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Variables can be aliased

public static void main(String[] args) {
Connection good new Connection();

Connection bad new Connection();
Connection better new Connection();

bad.close();

1f(args.length>0)
good = bad;

good.write("let's hope we gave no arguments™);
better.write("I don't really care");







66

public static void main(String[] args) {

Connection good = new Connection();//1

Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");




66

public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");

better.write("I don't really care");

new Connection();//1 new Connection();//2

new Connection();//3



66

public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");

better.write("I don't really care");

new Connection();//1 new Connection();//2

new Connection();//3

vad



public static void main(String[] args) {
Connection good 1€ :
Connection bad

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//1 new Connection();//2 new Connection();//3

o



public static void main(String[] args) {
Connection good ¢ ;
Connection bad
Connection better

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//1 new Connection();//2 new Connection();//3



66

public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(args.length>0)
- good = bad;

good.write("let's hope we gave no arguments");

better.write("I don't really care");

new Connection();//1

new Connection();//2

o
o
Q

—> [

new Connection();//3
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public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//1 new Connection();//2

\ T 4

—>
points-to( B2 )= , }

new Connection();//3
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public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//1 new Connection();//2 new Connection();//3

\ T 4

= —> [

points-to( B2 )= , }
points-to( [ )={ EENCHSeneA }




new Connection();//1

PO
ole
66 PO

public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//2 new Connection();//3

\ T 4

= —> [

ints-to( B )= , }
ints-to( [ )={ EENCSea }
ints-to( B )= }



66

new Connection();//1

PO

public static void
Connection good

Connection bad

main(String[] args) {
= new Connection();//1
= new Connection();//2

Connection better = new Connection();//3

bad.close();

1f(args.length>0)

good = bad;

good.write("let
better.write("I

\

> [

points-to( )={

's hope we gave no arguments");

don't really care");

new Connection();//2 new Connection();//3

T 4

new Connection();//1 anew Connection();//2 }

‘ }
ints-to( EXEE)={

new Connection();//3 }



public static void main(String[] args) {
Connection good = new Connection();//1
Connection bad = new Connection();//2
Connection better = new Connection();//3

bad.close();

1f(Cargs.length>0)
good = bad;

good.write("let's hope we gave no arguments");
better.write("I don't really care");

new Connection();//1 new Connection();//2 new Connection();//3

\ T 4

= —> [

points-to( B2 )= B Comectionos /2
i -0}

PO. nts- '|'O( ):{ | anonnection() ://3 }

good and bad
“may-a“aS”



Orphan-Shadows Analysis

reconnect, write

67



Orphan-Shadows Analysis

reconnect, write

close
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Orphan-Shadows Analysis

reconnect, write

{§ close, write }
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Orphan-Shadows Analysis

{close, write}

68



Orphan-Shadows Analysis

{close, write}

68



Orphan-Shadows Analysis

{close, write}

i} tww,}
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Orphan-Shadows Analysis

{close, write}

€} X {w,w,}
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Orphan-Shadows Analysis

{close, write}

€} X {w,w,}

tcy, wi}

68



{close, write}

€} X {w,w,}

new Connection() ;

tcy, wi}

68



{close, writet

fc.} x fw,w,}

{ll W }

68



{close, write}

€} X {w,w,}

A

e, wt Keep

68



{close, write}

€} X {w,w,}

{Cl, Wl} keep

O

i), Wy}

68



{close, write}

€} X {w,w,}

{Cl, Wl} keep

68



{close, write}

€} X {w,w,}

{Cl, Wl} keep

68



{close, write}

€} X {w,w,}

{Cl, Wl} keep

68



Orphan-Shadows Analysis

{close, write}

€} X {w,w,}

{Cl, Wl} keep

68



Orphan-Shadows Analysis

{close, write}

€} X {w,w,}

{Cl, Wl} keep

68



Orphan-Shadows Analysis

{close, write}

€} X {w,w,}

{Cl, Wl} keep
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\ Orpﬁan—Shadows Analysis

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {

System.err.println(c.write(“fo0”));

) L
c.close();
Connection c2 = new Connection();
c2.write(“foo”);

¥




\ Orpﬁan—Shadows Analysis

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {

System.err.println(c.write(“fo0”));

) L
c.close();
Connection c2 = new Connection();
c2.write(“foo”);




\ Orpﬁan—Shadows Analysis

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {

System.err.println(c.write(“fo0”));

) L
c.close();
Connection c2 = new Connection();
c2.write(“foo”);




Effect of OSA

@ Strength: can disable 80% shadows or more
for many programs

@ greatly reduces number of shadows to
consider in third analysis stage

® Weakness: still just a better Quick Check;

only captures rather frivial cases, in which
an object is lacking some symbol to reach a
final state
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Actually no violation...

public static void main(String[] args) {
Connection ¢ = new Connection();
while(c.hasMoreData()) {

System.err.printlnCc.write(“foo”));

¥

c.close(); f— happens before!

Connection c2 = new Connection();
c2.write(“foo”);




| Quick Check ]

NéB—Sﬁadows Analysis







no final state

73



no final state

73



no final state /

73



reconnect, write

c.close()

c.reconnect()

c.write()

close

reconnect

write

74



c.close()

c.reconnect()

c.write()

reconnect, write
close

reconnect

write

74



c.close()

c.reconnect()

c.write()

0 {z}p,{@:l}

reconnect, write .
close write

reconnect

74



c.close()

c.reconnect()

close write

reconnect

74



c.close()

c.reconnect()




c.write()

0 {z}p,{@:l}

reconnect, write

close write

reconnect

74



c.write()

0 {2}p,{@:1}

reconnect, write

close write

reconnect

74



c.reconnect()

c.write()

c.close()

A
{}]40,1,2}

{0,1,2}

(1,2} | (o3
{2} | {0,1}

74



c.reconnect()

c.write()

c.close()

A
07 {0,1,2}

0| @
(1,2} | (o3
{2} | {0,1}

74



c.reconnect()

c.write()

A
{}]40,1,2}

@)
(1,2} | (o3
{2} | {0,1}

74






c.close()

c.write()

74



A8
f/ .
7o
| @
]

®

C. reconnect() l

®

c.write()

s

v

reconnect, write .
close write

reconnect

74



Ay

i
‘ O
i
}
i
.

Ay

/|
q

| c.write()

0 {2y | {0,1}

v

reconnect, write .
close write

reconnect

74






reconnect, write

close

write
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cl.

cl.

cl

cl.

cl

cl

cl.

cl

close();

r‘eConnect();m{,.,_-»a—;:

.close();

close();

.Write(,.);
.close();
r‘eConnect();m{,.,_-»a—ifz

.Write(,.);




cl

cl.

cl

cl.

cl

cl

cl.

cl

.close();
reconnect(); =

.C].Ose();

close();

write(..);
.close();
reconnect();WW,ﬁ»~wf

oWPite(..);




cl.close();
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cl.

cl.

cl.

cl

cl.

cl.

cl

reconnect(); =—

close();

close();

write(..);

close();

r‘ECOnnect()swﬂ‘i,,,.,_.w’:i

oWPitE(,.);




cl.

cl.

cl

cl.

cl

cl

cl.

cl

Cjﬂse();

PQCOHHECt();WW,¢»~Mf

.ClOse();

close();

write(..);
.close();
reconnect();WW,ﬁ»~wf

oWPite(..);




cl.

cl.

cl

cl.

cl

cl

cl.

cl

Cjﬁse();

r‘eConnect()sm,{,._»-»—,f

.C].OSQ();

close();

write(..);
.close();
r‘ECOnnect()sm,{,.,_..w—::i

oWPite(..);




cl.chdse();

Cl-Peconnect()gw%,ﬁ)~w5

cl.close();

cl.write(..);
cl.close();
Cl-Peconnect()gw%,ﬁ)~w;

Cl.WPite(,,);




cl.

cl.

cl

cl.

cl.

cl.

cl

cl

chdse();

.C].Ose();

.reconnect();wm,ﬁ»~wf

write(..);

reconnect ( ) D = e ,'f




cl.

cl.

cl

cl.

cl.

cl.

cl

cl

Cjﬁse();

.C].Ose();

.reconnect();WW,ﬁ»~wf

write(..);

PeCOnneCt();vw,ﬁwwf




cl.

cl.

cl

cl.

cl

cl

cl.

cl

close();

r‘eConnect();m{,.,_-»a—;:

.close();

close();

.Write(,.);
.close();
r‘eConnect();m{,.,_-»a—ifz

.Write(,.);







cl.close();

cl.reconnect(); ——— |

c1.reconnect(); —— |

Cl.WPite(..);



cl.

cl.

cl

cl

cl

cl.

cl

close();

r‘eConnect();h{,.,.-»a—,f

.close();

.Write(,.);
.close();
r‘eConnect();h{,.,.-»a—ifz

.Write(,.);







cl.

cl.

cl

cl

cl

cl.

close();

r‘eConnect();*,«{,.,.-»—-A;:

.close();

.Write(,.);
.close();

r‘eConnect();*,«{,.,.-»—-A’fz




cl.close();

cl.write(..);




Analysis is path sensitive
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Analysis is path sensitive

o} {2}

81



82

Handling conditionals

c.close()

l

1f( )

N\

c.reconnect() c.reconnect()

N/

c.write(..)



82

c.close()

Handling conditionals

l l

1f( | ) 1f(

/

c.reconnect()

\,

c.write(..)

c.reconnect()

\,

b

c.close()

)

N\

c.reconnect()

/

c.write(..)
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c.close()

Handling conditionals

O

l l

1f( | ) 1f(

/

c.reconnect()

\,

c.write(..)

c.reconnect()

\,

b

O

c.close()

)

N\

c.reconnect()

/

c.write(..)



82

c.close()

1f(

c.reconnect()

\.

C. erte( )

Handling conditionals

O

l l

) 1f(
c.reconnect()

1 \

O

c.close()

)

N

c.reconnect()

/s

C. erte( )
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Handling conditionals

O

c.close()

l

1f( | )

L/

c.reconnect()

\Abl

c.write(..)

O
c.close()
ifC )

VAN

c.reconnect() c.reconnect()

b /

c.write(..



O O

c.close() c.close()
ll ll
/fC ) if( )
c.reconnect() c.reconnect() c.reconnect()
O\\A | O\n /O
C. erte( ) c.write(..)
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0 01,2}

c.close()

g1 2

1f(

v

C. reconnect()

{L}O\\

c.write(..)

0 12

0

c.close()

'fil{})
N

c.reconnect() c.reconnect()

NGV

c.write(..)

12y O
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1t 0 10,12} 0 1

c.close() c.close()

g1] 02 1|
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i+ 0 {0.1,2}

c.close()

g1] w2
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0 01,2}

c.close()
g1] 0.2
iFC )

e

C. reconnect()

{1,: }\\

C. erte( )

0 {2} 2

]

0 1
c.cﬁﬁée()

Ol 8
iFC )
0 / \ 0

c.reconnect() c.reconnect()

{1,/»2 \ / (;{1,//}

c.write(..)

{2} ©
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i+ 0 {0.1,2}

c.close()
g1 2
1f(

v

C. reconnect()

{1,2} O\\

c.write(..)

0 {23 2

C.re nect()

{1, 2}\

C. wr ( )
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ASyncContainsAll
ASynclterC
ASynclterM
FailSafeEnum
FailSafeEnumHT
FailSafelter
FailSafelterMap
HasNextElem
HasNext
LeakingSync
Reader

Writer

Overall success

bloat

Ll
il

0
1621
0
1684
0

3

bl
102

830
394

chart
o
6

SV B
498
0
‘507
-0

1

0

" 44

jython

luindex

IR
18

a0
149
0
1152
0
- 61
0

- 37

lusearch
e 0

.
149

0
-~ 152

)
61
0
37
16

21
-
136

. 0
22
0

74
0

629
0

1005
0
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Aiding inspection by the programmer

void canMatchl() {
~—a();
—*b();
}

'/can match » must stay

can match -> must stay

void canMatch2() {
a(); '/can match . must
{((SystemAcurrentlimeMiIlis()>1821231)
\‘b(); can match ->

stay

must stay

}

void canMatch3() {
a();//can match -> must stay
f(System. currentTimeMillis()>1021231)
ey
bES | .
} Within OutraFlow.java

T

void canMatchd4() {
b();//can lead to a
}

void cannotMatch() {
a();
x();
b();

s on a dead path
needs to stay because
can be remove

}

void cannotMatch2() {
x(); ‘needs to s
b(); can be remove
}

void unnecessary() {
O(); one of those

_—a();//1s unnecessa

~»b();

}

: sym a
: sym b in method canMatchl
. sym a
-symb
symb
. sym X
. sym X
:sym a
:symbin
csymai
:symbin
. sym X
. sym X
1 sym a
. sym X
: sym b in method canMatchTryCatch

in

in
in
in
in
in
in
in
in
in
in
in

method canMatchl

method canMatch?2
method canMatch2
method canMatch4
method cannotMatch
method cannotMatch?2
method unnecessary
method unnecessary
method canMatchLoop
method canMatchLoop
method cannotMatchLoop
method cannotMatchFinally
method canMatchTryCatch
method canMatchTryCatch

nnotMatch2(

Symbol: a, Transitions: {0=[1], 1=[1], 2=[1]]
Symbol: b, Transitions: {1=[2]}

Symbol: a, Transitions: {0=[1], 1=[1], 2=[1]]M™

Symbol: b, Transitions: {1=[2]}

Symbol: a, Transitions: {0=[1), 1=[1], 2=[1]]

Symbol: x, Transitions: {1=[0]}
Symbol: b, Transitions: {0=[0], 1=[2]]

Symbol: b, Transitions: {0=[0], 1=[2], 2=[0]}

) canMatSymbol: x, Transitions: {0=[0], 1=[0], 2=[0]}

) canMaSymbol: x, Transitions: {0=[0], 1=[0], 2=[0]}

Symbol: a, Transitions: {0=[1], 1=[1], 2=[1]]
Symbol: b, Transitions: {1=[2]}
b




Runtime Verification

generate monitors

AOP / Clara Static
Aspectd : \ Analysis
/ def. events statically ’ \

& 4 = & weave optimize | \

< *)  monitors monitors 3




Runtime Verification

AOP /
Aspect] [/

Static
\ Analysis

def. events

P & weave optimize
[ — monitors

statically




Case 1: Hand-written aspects

Set closed = new IdentityHashSet();

after(Connection ¢) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

after(Connection ¢) returning:
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

}

after(Connection c¢) returning:

call(* Connection.write(..)) && target(c) {
1f(closed.contains(c))

error("May not write to "+c+", as it is closed!");

Start with your normal monitoring aspect
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Case 1: Hand-written aspects

Set closed = new WeakIdentityHashSet();

dependent after disconnect(Connection c) returning:
call(* Connection.close()) && target(c) {
closed.add(c);

}

dependent after reconnect(Connection c¢) returning:
call(* Connection.reconnect()) && target(c) {

closed.remove(c);

}

dependent after write(Connection c) returning:

call(* Connection.write(..)) && target(c) {
1f(closed. contains(c))
error("May not write to "+c+", as 1t 1s closed!");

Name all pieces of advice
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Case 1: Hand-written aspects

dependency{

disconnect, write, reconnect;
initial  connected: disconnect -> connected,

write -> connected,
reconnect -> connected,

disconnect -> disconnected;
disconnected: disconnect -> disconnected,

write -> error;
final error: write -> error;

Come up with the correct DSM annotation
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Case 2: Extending an RV tool

@ Assume: tool normally generates ordinary
AspectJ aspects

@ Idea: extend tool to automatically annotate
these aspects with DSM annotations
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Case 2: Extending an RV tool

@ Simple case: RV tool already uses a FSM
representation of the monitored property

@ simply name the pieces of advice correctly
@ simply print the FSM in DSM syntax

@ Important: annotation must describe
language of rejected traces, not language of
accepted traces!
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Case 2: Extending an RV tool

But what if the monitored language
IS not reqgular?

Example: CFG that accepts L = a" b", n>0

S->aSb | ab

Want to signal an error, whenever a sequence
of the form L = a" b"is matched.
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Case 2: Extending an RV tool

Want to signal an error, whenever a sequence
of the form L = a" b"is matched.

@ DSM has to describe a regular language Lr

@ two sensible options:

LrC LorLr2 L
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Case 2: Extending an RV tool

@ Lr € L guarantees no false error messages

@ on the other hand, optimized monitor may miss
actual violations

@assumelLpr=a b | aabb

@ optimized monitor will correctly signal error for
a program with event sequence "a a b b”

@ Clara will incorrectly optimize away monitoring
code for a program with event sequence
"a a a b b b”-> monitor will miss this violation

iInverse analogous: Lr2 L
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Case 2: Extending an RV tool

@ Summary:

@ if language of DSM is not exactly the
monitored language, may lose some
guarantees

@ can avoid false positives/negatives by
choosing a sub-/super-language

o false positives/negatives less likely if only
Quick Check and Orphan-Shadows Analysis
are used
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Runtime Verification

generate monitors

AOP /
Aspect] [/
/

Clara Static

Analysis

def. events statically
& weave optimize
monitors monitor
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Using Clara

$ java -jar clara-1.0.0-complete.jar -help

General Options:

-h -help Print the usage screen for abc.
-V -version Print the abc version number.
-verbose Verbose output.

@<filename>

-argfile <filename> Read arguments from a file.

Input Options:

-sourceroots <path> Use .java files in dirs in <path> as source.

-injars <jar list> Use class files from the jars in <jar list> as
source.

-inpath <dir list> Use class files found in the directories in

<dir list> as source.
-cp <classpath>

-classpath <classpath> Specify the class path to be used when
searching for libraries.

-main-class <class> Sets the main class for interprocedural
analysis.
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Using Clara

$ java -Xmx1G \
-jar clara-1.0.0-complete.jar:your.jar \
-static-analyses quick-osa-nsa-yourAnalysis \
-injars yourTestProgram.jar \
-outjar instrumentedAndOptimized.jar \
monitors/MyMonitor.aj
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Step 1: Download Clara & empty extension

http://www.bodden.de/clara/downloads/

100
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Step 2: Unzip & Import

Java - Eclipse SDK
-1*3v {‘yv ‘:fgv A g G =

1

=3 ':’_ﬂ

Ta| ’:’;J Java
<~

Import [E] Task List &2
. Import Projects

=g
g

P Activate...

=

T ‘i‘:v X e
Select a directory to search for existing Eclipse projects. ‘

F Al

=% Uncategorized
® select root directory:

fUsers/feric/Downloads /clara-emptyext Browse
") Select archive file:

Projects:

@

clara-emptyext (/Users/eric/Downloads/clara-emptyext)

'@ Connect Mylyn
Select All

Connect to your task and ALM
tools.

~ Deselect All

5= Qutline 33 v e[
Ty : :
Refresh An outline is not available

"] Copy projects into workspace

Working sets

("] Add project to working sets

Working sets:

ate the view:

Cancel Finish \

)s5.cr.exception
lable to load Details >>

‘H’ CIasy” —————

org.eclipselabs.cr.exception

helper.views.ExceptionHelpe
r.




Step 2: Unzip & Import

Java - Eclipse SDK

:#;}v i;ilvi;lav ; A ¥ Fa) : : u3 eﬁjjava

‘% Package Explorer £3 E| Task List 53 =g
" - \ - N:J i

P All P Activate...
B src

1 clara.myanalysis Uncategorized
B, JRE System Library
(= tests
¢ ant.settings.template
& | build.xml
LICENSE
@ Connect Mylyn
Connect to your task and ALM
tools.
= Qutline 23 =

outline is not available.

Problems &3 @ Javadoc | [, Declaration

2 errors, 0 warnings, 0 others

Description A Resource Location
€9 Errors (2 items)

clara-emptyext




Step 3: Copy JAR file, adjust build path

Java - Eclipse SDK

:#;}v i;ilvi;lav ; A ¥ Fa) : : u3 eﬁjjava

‘% Package Explorer £3 E| Task List 53 =g
" - \ - N:J i

P All P Activate...
B src

3 clara.myanalysis Mncategorized

B\ JRE System Library

(= tests

¢ ant.settings.template

5| build.xml

& clara-1.0.0-complete.jar
LICENSE ~

1) Connect Mylyn

Connect to your task and ALM
tools.

& Qutline &3 =

outline is not available.

Problems &3 @ Javadoc | [, Declaration

2 errors, 0 warnings, 0 others

Description A Resource Location
€9 Errors (2 items)

clara-emptyext




Step 3: Copy JAR file, adjust build path

Java - Eclipse SDK
Properties for clara-emptyext

type filter text Java Build Path

Resource 7 | \ :j =
‘ Builders (8Source | [==Projects = Libraries <%, Order and Export ! = '
U=>clara-emptyext Java Build Path P All P Activate...
B src Java Code Style
3 clara.myan Java Compiler =, JRE System Library [JavaSE-1.6] b Add JARs...

=, JRE System Lik Java Editor
Javadoc Location
[~ tests

. Project References 4 Add External JARs...
@ ant.settings.t¢

Run/Debug Settings O S AR S i
. 4 election .
554/ build.xml Task Repository J { Add Variable...

Choose the archives to be added to the build path:

JARs and class folders on the build path:

orized

& clara-1.0.0-c¢
LICENSE

type filter text Add Library... . Mylyn

=J your task and ALM
l=> clara-emptyext { Add Class Folder...

(= .settings

(= src

(= tests

|=| .classpath

|=| .project

% ant.settings.template
£ build.xml

LICENSE

| Add External Class Folder... | R |
t available.

=

F

Cancel ( OK \

2e
DeScrlptron A TResource bath Location
@ Errors (2 items)

clara-emptyext




Step 3: Copy JAR file, adjust build path

Java - Eclipse SDK

-:;_;v !:q v '/&v

B 5 & Java
% Package Explorer &3

Task List 23 = |m

v \ = J hT
= )
( lusrc
3 clara.myanalysis
o JRE System Library
), Referenced Libraries
tests

All » Activate...
Uncategorized

¢4 ant.settings.template
5 |build.xm

clara-1.0.0-complete.jar
LICENSE

@ Connect Mylyn

Connect to your task and ALM
tools.

o= Outline 33 ==

An outline is not available.

Problems &3 @ Javadoc | |, Declaration

0 items
Description

A Resource Location

clara-emptyext




Hooking up the analysis

Java - clara-emptyext/src/clara/myanalysis/AbcExtension.java - Eclipse SDK

H- 0 Q- | BHFG | S@S P | P e E . 5o O

J L

5 Package Explorer &3 = 8| [5 MyNewAnalysis.java J] Main.java J | AbcExtension.java 23

v + * ara . $ _— ADDrox 74 -~ - me Ana

Cl clara-emptyext

package clara.myanalysis;
(## src

£ clara.myanalysis #import java.util.lList;

|J| AbcExtension.java
|J| Main.java
J

L
.

MyNewAnalysis.java

»

J| Version.java . ' = " "
: l ‘J 5 public class AbcExtension extends ca.mcgill.sable.clara.AbcExtension
B\ JRE System Library {

B, Referenced Libraries "
(= tests » ‘
¢ ant.settings.template * ¢ hedule the ana 1sing s tat inalysis foc command
& build.xml "
»

#» clara-1.0.0-complete.jar

LICENSE public static final ID MY_PASS_ID - new ReweavingPass.ID("foo");

public void createReweavingPasses(List<ReweavingPass> passes) {
super.createReweavingPasses(passes);

ReweavingPass myNewPass new ReweavingPass(
MY_PASS_ID, ]
new MyNewAnalysis(), inaly {
DEPENDENT_ADVICE_FLOW_INSENSITIVE_ANALYSIS

N
7

' r t | N N ADVICE W_IN NSITIVE
addAfterPass(passes, myNewPass, DEPENDENT_ADVICE_FLOW_INSENSITIVE_ANALYSIS);
}

protected void collectVersions(StringBuffer versions)

{

versions.append("MyAnalysis + new Version().toString() + "\n on ");
super.collectVersions(versions);

c

Writable Smart Insert




Hooking up the analysis

Java - clara-emptyext/src/clara/myanalysis/AbcExtension.java - Eclipse SDK

= -\t}v @v!:}uv A »4 (:—;v Co = y v ¥ C , 8 V| v T = 1

5 Package Explorer &3 = 8| [5 MyNewAnalysis.java J] Main.java J| AbcExtension.java 23

- ® /* Clara - Compile-time Approximation of Runtime Anal

=dJ
@c‘lira—emptyext package clara.myanalysis;
(B src

£ clara.myanalysis #import java.util.lList;
|J| AbcExtension.java
|J| Main.java

L

e LB MM s A mlisrie imusm

public static final ID MY_PASS_ID = new Reaeavmngpass ID("foo");

@0verride
public void createReweavingPasses(List<ReweavingPass> passes) {
super.createReweavingPasses(passes);

ReweavingPass myNewPass = new ReweavingPass(
MY_PASS_ID, //the pass ID (see above)
new MyNewAnalysis(), //the analysis itself
DEPENDENT_ADVICE_FLOW._ lNSENSIIIVE _ANALYSIS //declare that the pass MY_PASS_ID d“pﬂnds on the pass

//DEPENDENT_ADVICE_FLOW_INSENSITIVE_ANALYSIS being enabled,

);

//schedule the pass to be run just after DEPENDENT_ADVICE_FLOW_INSENSITIVE_ANALYSIS

addAfterPass(passes, myNewPass, DEPENDENT_ADVICE_FLOW_INSENSITIVE_ANALYSIS);

ProTECTED VOTIO COlTECTVeErstons(Stringsurrer verstons)

{

. L S ST L C wlll appea “ PXeucCt q . Larag wLt tne Ve paramecer
versions.append("MyAnalysis + new Version().toString() + "\n on ");
super.collectVersions(versions);

}

c

Writable Smart Insert




Hooking up the analysis

Java - clara-emptyext/src/clara/myanalysis/AbcExtension.java - Eclipse SDK

8]%- 0% |BHE- |SOS - |PHcET|S-5- &
5 Package Explorer &3 = 8| [ MyNewAnalysis.java J] Main.java J| AbcExtension.java 23

< /"

=J
= clara-emptyext package clara.myanalysis;
@B src
£ clara.myanalysis # import java.util.lList;
|J| AbcExtension.java

|J| Main.java
L

[ W NNy WS P LC BOo4gde

public static finafllD MYL&AEE_IU - new Rewea&ingpass.lDC"Foo");

@0verride
public void createReweavingPasses(List<ReweavingPass> passes) {
super.createReweavingPasses(passes);

ReweavingPass myNewPass = new ReweavingPass(
MY_PASS_ID, //the pass ID (see above)
new MyNewAnalysis(), /_\'“ -3 prs
DEPENDENT_ADVICE_FLOW > [\,ﬂyNewAnalysis pass

g enabled,

)i _ O ~analyze() : boolean
addA}ft;rpas;Epazges *my;ehpas (,.:i new ShadowDisabledListener() {...}
© . defaultSootArgs(List<String>)
@ . enforceSootArgs(List<String>)
@ . setupWeaving()
@ . tearDownWeaving()

Q. Cleanup()




analyze() method

public boolean analyze(){

/*
* The most important information that we need to deal with is contained in the Dependent-Advice Info...
*/

DAInfo dai = ((HasDAInfo)Main.v().getAbcExtension()).getDependentAdvicelnfo();

/* a tracepattern is essentially a Dependency State Machine;
* 1t combines a state machine with information about the machine's
* alphabet
*/

Set<TracePattern> tracePatterns = dai.getTracePatterns();

for (TracePattern tracePattern : tracePatterns) {

tracePattern.getContainer(); //returns the aspect that declares the pattern
tracePattern.getContainerClass(); //returns the Soot(Class that implements this aspect
tracePattern.getFinalSymbols(); //returns all symbols in the alphabet that lead into a final st
tracePattern.getFormals(); //returns all variable names that are declared for this trace p
tracePattern.getInitialSymbols(); //returns all symbols in the alphabet that lead out of an initial s
tracePattern.getName(); //returns an informal, unqualified name for this trace pattern;
tracePattern.getStateMachine(); //returns the state machine for this trace pattern
tracePattern.getSymbolAdviceMethod("foo"); //returns the SootMethod that implements the monitoring advice for
tracePattern.getSymbols(); //returns all declared symbols of this trace pattern

tracePattern.getVariableOrder("foo"); //returns the ordered list of variable names (see getFormals()) tha



Shadows

//Let's have a look at all reachable shadows in the program... it's as easy as this!

EnabledShadowSet reachableActiveShadows = dai.getReachableActiveShadows();
/* The above call requires a call graph to already have been constructed.

* Because we scheduled our pass to run after the Orphan-Shadows Analysis, which
* instructs Soot to construct a call graph, this is no problem.

*/

for (Shadow shadow : reachableActiveShadows) {
System.err.println(shadow);

shadow. getAdviceBodyInvokeStmt(); //returns the statement that invokes the appropriate advice at the
shadow.getAdviceDecl(); //returns the advice that implements the transition for this shadow
shadow.getAdviceFormalNames(); //returns the formal-parameter names of the variables that the shac
shadow.getAdviceFormalToSootLocal(); //returns a mapping from formal-parameter names to Soot Locals that
shadow. getBoundSootLocals(); //returns the set of all Soot Locals that the shadow's advice takes
shadow.getContainer(); //returns the SootMethod that contains the shadow
shadow.getID(); //returns the unique ID of this shadow
shadow.getPosition(); //returns the source code position at which this shadow resides (if
shadow.getSootLocalForAdviceFormalName("x");//returns the local for formal parameter "x" (see getAdviceFormal’
//shadow.conjoinResidueWith(rhsResidue); //conjoins this shadow's residue with another residue; useful e.g.
//shadow.disable(); //disables this shadow, setting its residue to NeverMatch and notif
shadow.registerListener(new ShadowDisabledListener() { //registers a new listener that is notified when the s
public void shadowDisabled(Shadow shadow) { //EnabledShadowSet is an example of a class that uses
by

1);




EnabledShadowSets

int sizeBefore = reachableActiveShadows.size();

//nothing to do
1f(sizeBefore==0) return false;

//An EnabledShadowsSet 1s a volatile thing. When we disable a shadow. ..
reachableActiveShadows.iterator().next().disable();

//then this automatically removes the shadow from the set!
assert reachableActiveShadows.size() == sizeBefore-1;

/* This allows analyses to automatically take into account disabled shadows when being
* re-iterated. To get a copy of the set that stays as it is, produce a snapshot...
*/

Set<Shadow> snapshot = reachableActiveShadows.snapshot();

sizeBefore = snapshot.size();

//when we disable a shadow here...
reachableActiveShadows.iterator().next().disable();

//then the snapshot remains as 1is
assert snapshot.size() == sizeBefore;

//do not reweave immediately
return false;




Example analyses

@ in package ca.mcgill.sable.clara.
weaving.weaver.depadviceopt

@ Quick Check:
DependentAdviceQuickCheck

@ Orphan-Shadows Analysis:
DependentAdviceFlowInsensitiveAnalysis

@ Nop-Shadows Analysis:
DependentAdviceIntraproceduralAnalysis
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Using the extension

Run Configurations

Create, manage, and run configurations

Run a Java application

Name: Clara with MyAnalysis

(9 Main . (9= Arguments | =, JRE Classpath | &/ Source | B Environment | =] Common

.

type filter text
TAspch Load-Time Weaving App Project:
[AJ] Aspect]/Java Application
& Eclipse Application clara-emptyext
5] Java Applet
[7])ava Application Main class:
2|Clara \AmhA MYA'TIAIYS'S . ca.mcgill.sable.clara.Main
4% Java Application with Exception |
Ju JUnit
Ju JUnit Plug-in Test
+ OSGi Framework
JuyTask Context Test

1 Include system libraries when searching for a main class

[} Include inherited mains when searching for a main class

[ Stop in main

e

Filter matched 11 of 11 items
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Using the extension

Run Configurations

Create, manage, and run configurations

Run a Java application

Name: Clara with MyAnalysis
. Source | B Environment | ] Common

(® Main (9= Arguments . = JRE Classpath | &

?Aspecu Load-Time Weaving App Program arguments:

iaJ] Aspect)/Java Application -ext clara.myanalysis -version

& Eclipse Application

7] Java Applet

[7])ava Application

J] Clara with MyAnalysis

4% Java Application with Exception F

Ju JUnit

Ju JUnit Plug-in Test

4% 0SGi Framework Variables...
JuyTask Context Test g s

VM arguments

Variables...

Working directory:

® Default:

e

Filter matched 11 of 11 items

108



Using the extension

) Console £3

<terminated> Clara with MyAnalysis [Java Application] /System/Library/Java/JavaVirtualMachines/1.6.0.jdk/Conte
HyAnalysis 0.0.90
on Clara 1.0.0
with abc version 1.3.0.DEV
.. with JastAdd frontend 9.2.9.DEV
with EA) (JastAdd version) 1.3.0.DEV
. using Soot toolkit version 2.3.0
. using Polyglot compiler toolkit version 1.3.0
For usage, abc -help

Copyright (C) 2004-2006 The abc development team. All rights reserved.
See the file CREDITS for a list of contributors.
See individual source files for details.

Soot 1s Copyright (C) 1997-2006 Raja Vallee-Rai and others.
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Using the extension

Run Configurations

Create, manage, and run configurations

Run a Java application

Name: Clara with MyAnalysis
/ Source | B Environment | =] Common

type filter text ® Main (= Arguments = JRE Classpath | &

TAspch Load-Time Weaving App Program arguments:
iaJ] Aspect)/Java Application -ext clara.myanalysis -static-analyses foo
& Eclipse Application

7] Java Applet

[7]Java Application

7J ] Clara with MyAnalysis

4 Java Application with Exception F

JuJUnit

Ji7 JUnit Plug-in Test

+ OSGi Framework

Juy Task Context Test

_ Variables...

VM arguments

_ Variables...

Working directory:

® Default:

e

Filter matched 11 of 11 items
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Using the extension

=] Console 3

<terminated> Clara with MyAnalysis [Java Application] /System/Library/Java/JavaVirtualMachine

e e ! "‘._ o SEAMILY e e e -~ M | b 'i l [ "'| T = . - s l =~ 1aAd .-\" '3 l { s A
» » » »
| I -..'-..l r '-\.-‘u- > ‘AT S \ > A u'\.-- -t's.\- '.'I\.\_.\_.‘ - o -l'_l- '_lls.\u.)-'_\.-'. (" A" IS ---n'\.-,.
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Using the extension

Run Configurations

Create, manage, and run configurations

Run a Java application

Name: Clara with MyAnalysis

™

type filter text & Main | (9= Arguments =l JRE Classpath "{ Source ?’.;',-,Environment =] Common

fAspecu Load-Time Weaving App Program arguments:
)| Aspect]/Java Application -ext clara.myanalysis -static-analyses quick-osa-foo

& Eclipse Application

5] Java Applet

71Java Application

4% Java Application with Exception F

Ju JUnit

Ju JUnit Plug-in Test

+ OSGi Framework Variables...

JuyTask Context Test

ments

_ Variables...

Working directory:
® Default:

7) Other:

&

Filter matched 11 of 11 items
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Related and previous work

Runtime Verification

- Static
AOP / N\ Analysis

ASpecfj _
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Related and previous work

AOP /

ASpecfj _~

Runtime Verification

Tracecuts (Walker & Viggers, FSE 04)

PTQL (Goldsmith et al., OOPSLA 05)

PQL (Martin et al., OOPSLA 05)
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Related and previous work

Runtime Verification

Tracecuts (Walker & Viggers, FSE 04)

PTQL (Goldsmith et al., OOPSLA 05)

PQL (Martin et al., OOPSLA 05)

JavaMOP (Chen et al., OOPSLA 07)
Tracematches (Allan et al., OOPSLA 05) |,

Static
N\ Analysis
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Related and previous work

Runtime Verification

Tracecuts (Walker & Viggers, FSE 04)

PTQL (Goldsmith et al., OOPSLA 05)

PQL (Martin et al., OOPSLA 05)

JavaMOP (Chen et al., OOPSLA 07)
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